europoint

TENFORE BUSINESS PARTNER

NMPUPAYHUK

NMpenHcTanupawe Ha Spider gurutaneH ceptudmkar

Bepsunja 1.0

Ckonje, oktomBpu 2020 roanHa



MpeunHcTanmpare Ha Spider gurutaneH ceptTudukart 08.10.2020 / Bep3wuja 1.0

CoppxuHa

1. Bpuwere Ha CTapUOT SpPider CEPTUMDMKAT ........vvviiieeiiiiieiiiiiiie e e e et e e e e eeeeees 3
2. NHcTanupame Ha HOBUOT Spider CEPTUMMKAT ........ooovvvviiiiiiiieeeeeeeeiiiie e e eeeeeis 4
3. NoaecyBamwa BO WINAOWS REQISTIY ......uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiebieiiieeeeeeeeeeseeeeeeee 8

2/11



MpeunHcTanmpare Ha Spider gurutaneH ceptTudukart 08.10.2020 / Bep3wuja 1.0

NMpupa4yHuK 3a npeumHcTanupawe Ha Spider gurutaneH
cepTudukar

3a npaBuNHO YHKLMOHMpaHe Ha Spider annukauuuTe noTpebHO € ga ro MHcTanuparte jaBHUOT
Knydy oa Spider gurntanHuoT ceptudmkaT m3gageH og KUMBC AL Ckonje. CeptudukaToT ce
obHoBYBa Ha cekoun 3 (Tpu) roguMHuM of cTpaHa Ha E€KOHOMCKMOT onepatop EyponouHT. OBOQj
NPUpPaYHnK COOPXKM UHCTPYKLUMM 3a NpenHcTanmMparme Ha cepTnudumkaToT COo Len ycnewHa HajaBa Ha
Spider annukaunuTe.

1. Bpuwere Ha cTapuoT Spider cepTudukar

Mpea ga ro nHcTanupaTe HOBMOT, 06HOBEHMOT Spider ceptudumkat, notpedbHo e ga ro nsbpuiete
CTapuoT, OOQHOCHO BeKke MOCToeyknoT Spider ceptudoukat. 3a Taa Len U3BpLUETE MM crnegHuTe
yeKkopu:

- .
1. HarTacrtatyparta nputucHeTe &= \\Vin + R. Bo npo3opeLoT Run, Bo noneto Open, BHeceTe
certmgr.msc u knukHete OK (Cnuka 1).

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: | v

Cancel Browse...

Cnuka 1

2. Ke Bu ce otBopu Certificate Manager Tool (Cnuka 2). Bo neBuoT naHen usbepete Other
People > Certificates. Bo gecHMOT naHen o3HadeTe ro Spider cepTndumkaToT.

= certmgr - [Certificates - Current User\Other People\Certificates]

File Action View Help
o 7F d2XE= HBHE
L Certificates - Current User lssued To  Issued By ) Expiration Date  Intended Purposes  Friendly Name
| Personal &4 Spider KibsTrust Qualified Certificate Services 12.10.2020 Client Authenticat.. <None>
_| Trusted Root Certification Autharities
R Open
_ Enterprise Trust
| Intermediate Certification Authorities All Tasks >
_| Active Directory User Object
_| Trusted Publishers Cut
| Untrusted Certificates Copy
_ Third-Party Root Certification Authorities Delete
_ Trusted People
“| Client Authentication Issuers Properties
~ Id OTherPeopIe Help
_| Certificates
| ISG Trust
| Local NonRemovable Certificates
| MSIEHistoryJournal
_| Certificate Enrollment Requests
_| Smart Card Trusted Roots
< >
Other People store contains 1 certificates.

Cnuka 2
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3. WN3bpuweTte ro cepTndurkaToT: KIMKHETE CO AECEH KWK Ha cepTudukaTtoT, a nortoa
knukHeTe Delete. Ke Bu ce nojasu nopaka kako Ha Cnuka 3. KnukHeTe Yes.

Certificates

! Permanently delete the selected certificate?

No

Cnuka 3

4. CepTudukatoT ke ro cHema oA nuctata Ha cepTudmkatn. Co Toa crtapuoT Spider
cepTudumkaT e nsbpuiiaH.

2. MHcTanupawe Ha HOBUOT Spider cepTudmkar
JaBHUMOT KNy4 Ha cepBepcknoT cepTudmkat Spider ro goctaByBa EyponovHT n UCTMOT MoxeTe Aa

ro npesemete opf: http:/spider.europoint.com/Makedonija/SpiderCert2023.zip. 3a pga ro
MHCTanupare, NPBO pacnakyBajTe ja gatoTekarta, a NoToa U3BpLUeTe M CreAHUTE YeKOpW:

1. Op pacnakyBaHaTa gaToTeka, n3BpLleTe ja gatotekaTa spider_server_mk_2023.cer.

2. KnukHete Install Cettificate... (Cnvka 4)

PEl Certificate X

General Details Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
*0.4.0.194112.1.1
*0.4.0.2042.1.1

*Refer to the certification authority's statement for details.

Issued to: Spider

Issued by: KIBSTrust Issuing CA for e-Seals

Valid from 07.10.2020 to 08.10.2023

nstall Certificate...] = Issuer Statement

Cnuka 4
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3.

KnukHeTe Next (Cnuka 5).

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
O}«

O Local Machine

To continue, dick Next.

Next Cancel

08.10.2020 / Bep3wuja 1.0

Cnwuka 5

4. KnukHete Next (Cnuka 6).

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(®iautomatically select the certificate store based on the type of certificate!

(O Place all certificates in the following store

Browse...

Next Cancel

Cnuka 6
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5. KnukHeTe Finish (Cnuka 7).

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

(TSR e sl Automatically determined by the wizard

Content Certificate

Cancel

Cnuka 7

6. Ke By ce nojaBn nopaka 3a ycneLHo MMnopTupaH ceptudmkat (Cnvka 8). KnukHete OK.

Certificate Import Wizard X
0 The import was successful,

Cnuka 8

7. KnukHeTte OK 3a aa ro 3aTBopuTe Npo3opeLoT npukaxaH Ha Cnvka 4.

3a pa ro nposepute cepTudukatoT, ctaptyBajTe Internet Explorer, a notoa n3bepete Tools >
Internet Options > Content > Certificates (Cnvka 9 n 10).

L - aboutblank - ¢| search..
Print

2 Blank Page
File
Zoom (250%)

Safety

Open with Microsoft Edge  Ctrl+Shift+E
Add site to Apps
View downloads Ctrl+)

Manage add-ons

F12 Developer Tocls

Go to pinned sites
Compatibility View setiings
Internet options

About Internet Explorer

Cnuka 9
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Internet Options ? X

General Security Privacy Content Connections Programs Advanced

Certificates
8 Use certificates for encrypted connections and identification.
Clear SSL state ! Certificates Publishers
AutoComplete
= AutoComplete stores previous entries Settings
& on webpages and suggests matches
for you.
Feeds and Web Slices
j: Feeds and Web Slices provide updated Settings
) content from websites that can be read

in Internet Explorer and other
programs.

OK Cancel Apply

Cnuka 10

Bo Other People nuctata Ha ceptudmkatn TpebGa ga noctom camo efeH BanuvaeH Spider
ceptudumkaT co BaxHocTt Ao 08.10.2023 roauHa (Cnuka 11).

Certificates X

Intended purpose: <All> v

Personal Other People Intermediate Certification Authorities Trusted Root Certification * | *

Issued To Issued By Expiration Date Friendly Name A
S, Spider KIBSTrust Issuing CA for e-Seals 08.10.2023 <None>

v
Import... Export... Remove Advanced

Certificate intended purposes
Client Authentication, Secure Email

View

Cnuka 11
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3.MogecyBawa Bo Windows Registry

Bupejkn KMBC Al Ckonje ro umMa npoMeHeTo ONNCOT Ha u3gaBadvoT Ha cepTudukat (noneto Issued
By), HOBMOT Spider cepTudukat nma HOB OMUC KOj € pasfiMyeH o onNucoT Ha CTapuoT cepTudmkar:
e HoB Issued By: KIBSTrust Issuing CA for e-Seals

e crap Issued By: KibsTrust Qualified Certificate Services
Mopagu Toa, 3a fa MOXe ycnewHo Aa ce HajaBuTe Ha Spider annukaummte FX n Bonds, Tpeba ga
ro npomeHute Computer\HKEY_CURRENT_USER\Software\Tenfore\Client kny4ot Bo Windows
Registry. 3a ga ro npoMeHuTe Kny4yoT N3BpLUETE M YEKOPUTE JAOEHM BO NPOAOIHKEHNE.

3a aa ro népuieTe NOCTOEYKMOT KiyY U3BPLUETE M CNegHUTE YEKOpU:

1. HaTacrtatyparta nputucHeTe 2= Win + R. Bo npo3opeuoT Run, Bo noneto Open, BHeceTe
regedit.exe u knukHete OK (Cnuka 12).

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: v

OK Cancel Browse...

Cnuka 12

2. [okonky Bu ce npukaxe UAC npo3soperoT (Cnuka 13), knukHeTe Yes

User Account Control x

Do you want to allow this app to make
changes to your device?

»
ﬁ' Registry Editor
Verified publisher: Microsoft Windows

Show more details

Yes No

Cnuka 13

3. Ke ce oteopu Registry Editor (Cnnka 14). Bo nesuot naHen usbepete Computer >
HKEY_CURRENT_USER > Software > Tenfore > Client. 6puwweTe ro Kny4oT Kako LuTo
e NPUKaXKaHo Ha crnukaTa: KIMKHeTe COo AeceH Knuk Ha kny4yot Client u knukHeTe Delete.

HanomeHa:

MposopeuoT Registry Editor ke B Tpeba 3a npoeepkaTa BO 4Yekop 8, na 3atoa ocTaBeTe ro
OTBOPEH.
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i.. Registry Editor = O X
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software\Tenfore\Client

Phion A Name Type Data
Piriform ab|(Default) REG_SZ (value not set)
Policies EP]Cert\ssuer REG_SZ KIBSTrust Issuing CA for e-Seals
QtProject ab|ClientCert REG_SZ
Realtek ab|clientCryptoType  REG_SZ
RegisteredApplications ab|ClientCryptoTypeAES REG_SZ
Spotify ab|CRL REG_SZ CRL1
surfeasy ab|CryptMode REG_SZ
SyncEngines abIpAddress REG_SZ 172.30.100.16
TeamViewer e,b]Language REG_SZ English
v Tenfore ) 2b|LdapPath REG_SZ
B?ndcllent \GP]Pon REG_SZ
Cl'e"_t Expand QP]SavePassword REG_SZ false
FXC"f Ne':v , | 2Jservcert REG.SZ Spider
TGRMN | ) ab|Trace REG_SZ Debug
Thunder|  Find... Eb]Usemame REG_S7
Viber Delete o )
Viber Me  Rename
VMware Export
W‘acom Permissians...
WinRAR
WinRAR Copy Key Name
Wow6432Node
Yandex
ZoomUMX
System
Uninstall
Volatile Environment
HKEY_LOCAL_MACHINE
HKEY_USERS
HKEY_CURRENT_CONFIG
v £ >
Cnvuka 14

3a pa ro gogagete Kny4oT co NoTpebHUTE NPOMEHN N3BpLUETE M CNEAHUTE YEKOPU:
4. Op pacnakyBaHaTa faToTeka, usBpLueTe ja gatoTtekata client_all_banks.reg.
5. [Ookornky Bu ce npukaxe UAC nposopeuoT kako Ha Cnuka 13, knukHeTe Yes.

6. Ke Bu ce nojaeu npeaynpeaysadka nopaka (Cnuka 15). KnukHeTe Yes.

Registry Editor

| Adding information can unintentionally change or delete values and cause components to
: stop working correctly. If you do not trust the source of this information in
C:\Users\marja\Desktop\client_all_banks.reg, do not add it to the registry.

Are you sure you want to continue?

Yes No

Cnwuka 15
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7. Ke By ce nojaen nopaka Aeka kny4oT e ycneiwHo aoaaaeH (Cnvka 16). Knukrete OK.

i Registry Editor X

o The keys and values contained in C:\Users\marja\Desktop\client_all_banks.reg have been

successfully added to the registry.

Cnuka 16

8. WsBpweTte nposepka Ha Computer\HKEY_CURRENT_USER\Software\Tenfore\Client.
[okornky kny4oT nsrnega kako Ha Cnivka 17, Toraw npomeHara e ycneluHa u Moxe aa ce

HajaBuTe Ha Spider annukauuuTe.

i.. Registry Editor = ] X
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software\Tenfore\Client
> Phion A Name Type Data
> Piriform ab|(Default) REG SZ (value not set
> Policies ?!’]Cerﬂssuer REG_SZ KIBSTrust Issuing CA for e-Seals I
> QtProject ab|ClientCert REG_SZ
> Realtek ab|ClientCryptoType REG_SZ
RegisteredApplications ab|ClientCryptoTypeAES REG_SZ
> Spotify blCRL REG_SZ CRL1
Surieasy. ab|CryptMode REG_SZ
> B SyncEngines ablipAddress REG_SZ 172.30.100.16
> TeamViewer ablLanguage REG_SZ English
% W'ledlore: ab|LdapPath REG_SZ
ndCgent ablport REG_SZ
v Client — ablSavePassword REG SZ false
- lsts': ::ms ablServCert REG_SZ Spider |
. ab|Trace REG_SZ Debug
KIBSTrust Issuing CA for_e-SeaIsI H"]Username REG S7
KibsTrust Qualified Certificate Services = -
> FXClient
> TGRMN Software
> Thunderbird
> Viber
> Viber Media S.ar.l
> VMware
> Wacom
> WinRAR
WinRAR SFX
> Wow6432Node
> Yandex
ZoomUMX
> System
Uninstall
Y Nalasila Eoni - < 2
Cnvuka 17
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EyponouHT TexHU4Ka nogapLuka

K

MapjaH PuctoB

EyponounHT Makenonuja JOOEJST Ckonje
yn. Muxaunn Yakos 1/1-4, 1000 Ckonje
{ +389 70 368 509

BA marjan.ristov@europoint.com
@ www.europoint.com
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